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British Airways has suffered the biggest fine yet levied under the EU's General Data Protection Regulation
(GDPR). The UK Information Commissioner's Office says it intends to fine BA £183m (€204m, $229m) - 1.5
percent of BA's worldwide turnover in 2017 — after it admitied that more than half a milion customers' data
had been stolen by hackers last August from its website and mobile app. In the first nine months of GDPR,
national data protection agencies in 11 countries had levied a total of €56m in fines, made up mostly of a
£50m fine that France's CNIL imposed on Google in January. BA will be able to make representations to the
ICO over the finding and fine, (Financial Times, July 9, 2019)

A Handbook to guide companies through the new European
Data Protection Framework

GDPR stands for the EU General Data Protection Regulation, The GDPR is the current
European wide applicable data protection framework which has entered into force on
25 May 2018, Already before the effective date and ever since, many Korean enterprises
within but also outside of the EU were, and still are, confronted with GDPR in their day-
to-day business,

But you as many other Korean companies might still ask yourself: What is all this fuss
about? What is the GDPR exactly? And why does a European Regulation concern us as a
Korean enterprise?

It all comes down to the very broad scope of the GPPR, Firstly, the GDPR lays down
rules to the comprehensive protection of natural persons with regard to the processing of
personal data, a term which is defined very broadly under European laws, Secondly, the
GDPR rules apply to almost all private and public sectors’ processing by organisations in
the EU but also by organisations outside the EU which target EU residents,

At the heart of the GDPR lies the concept of accountability: organisations need to be able
to demonstrate that they have analysed the GDPR’s requirements with regards to their
processing activities and that they have implemented a system and mechanisms that
allow them to achieve compliance - and that they can proof so at any time!

To ensure compliance, the EU dramatically increased the maximum penalties for non-
compliance up to EUR 20 million, or four (4) percent of the worldwide turnover of the
company group, whichever is higher,

These extensive obligations underpinned with such heavy fines and penalties are part of
the reason why GDPR was - and still is - such a hot topic.

Therefore it is important not only for every organisation based in the EU, but also every
organisation based abroad that does business in the EU to evaluate whether GDPR

applies to them and - in most of the cases - take action in a timely manner.,
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I How to work with this Handbook

[n How to read it ]

The topic of Data Protection itself is not easy and requires you to get familiar with the

specific terms and principles of the GDPR,

This handbook is designed to give you a general overview on what GDPR requires from
companies to achieve and to sensitize you to the key challenges of the GDPR,

With this we hope to give you a guiding hand when tackling GDPR compliance at your
own organisation or at least bring you a step closer to understanding what GDPR is all

about,

Please keep in mind that the following Guidelines are only guidelines and recommendations
on how to tread personal data under the GDPR. It shall not provide any binding or
compelling rules to obey to, You remain free - at all times - to deviate from these Guidelines
as national law or other provisions or rules might provide for further (and even stricter)

requirements with regards to certain aspects.

Also, the following Guidelines shall provide a first and rather generic overview and cannot
substitute proper legal advice under national laws which is always recommended. In any
case, as we believe that the Guidelines are a good start to work your business towards a
GDPR compliant setup, we strongly encourage to obey to those principles at any time and

where in compliance under national laws,
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[ How to approach GDPR ]

When working your way through this handbook you should try to approach GDPR as

follows:

1. Figure out if and why the GDPR applies to you.

2. Understand the purpose and the basic principles of the GDPR.,

3. Get familiar with the most relevant requirements of the GDPR.

4, Use the checklists provided to get a basic understanding of your situation,

Get to know first aid measures and apply them, Once you have familiarised yourself with
the topic and want a more comprehensive approach, follow the Step-by-Step Guide we
have prepared in the last chapter. Keep in mind though that there is no one-size-fits-all
solution and it strongly depends on the individual case. After you have completed those
steps you might be ready to dive deeper into your compliance project and

5. Implement other required and more detailed safeguards to ensure GDPR compliance,

6. Maintain and regularly check the effectiveness of your measures and constantly improve

while taking into consideration current developments,
Becoming GDPR compliant is an iterative and ongoing process as the law develops fast. So,

be prepared that GDPR compliance is not a one-stop shop procedure but requires constant

attention,
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]I The 12 Golden Rules

If people ask “What are the most important things I need to know about GDPR?” the
answer will usually be that it is simply not possible to narrow the GDPR down to a handful
of statements and suggestions. However, if you take anything away from this Handbook,
make sure it is these 10 things:

1. The territorial scope of the GDPR is defined very broadly! Once you process personal data
from EU citizens or a person located in the EU, GDPR will most certainly apply to you,

2. (Almost) everything is personal data! If you are not sure if something is personal data, it

usually is! Anonymous data is very rare,

3, Every processing of personal data is forbidden, unless it can be legitimised, So, to make sure
you are compliant when processing personal data you either need a specific rule in the
law, explicit consent or a specific legitimate interest while the latter is interpreted rather
strictly.

4. Special rules apply to special categories of personal data, Processing of e.g. health data will
trigger additional requirements which are sometimes really hard to handle, So, if you
work with these types of data be aware - it can be a complex undertaking you should

check very thoroughly!

5. Accountability - You have to be able to proof everything! Although it is a new concept it
seems to outrank all the others already. Authorities in Europe will pay a lot of attention to

it so better get used to it and design your procedures accordingly.
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6. Transparency - The data subjects always need to know what happens with their personal data,
Extensive information obligations can be a real struggle for everyone under the GDPR,
Get familiar with the concepts at an early stage - before it's too late!

7. Strong rights of the data subject - be aware and be ready! Companies need to implement
mechanisms to ensure the new and very comprehensive data subject rights under the

GDPR are met,

8. Data Breach - specific requirements ask for specific reporting procedures and strategies, For
example, GDPR leaves controllers 72 hours to notify authorities in case of a data breach; a
timeline which can be hard to handle if you do not have a reliable process in place, Take

care of it before you really need it!

9. Intragroup transfer - there is no privilege to transfer personal data within company groups.
Contrary to what many companies believe, transfer between entities of the same
company group follow the same rules as the transfer of data to other 3rd parties. Have
data processing agreements in place to steer data transfers,

10, International data transfer - Korea is not (yet) a safe third country in the meaning of the GDPR,

Specific rules in accordance with Artt, 44 et seq. GDPR have to be observed before
sending data abroad, e.g. by executing special agreements based on the so-called

Standard Contractual Clauses (SCCs), which many companies tend to forget.

11, Data Deletion - harvesting of data just because you can is a no go under the GDPR!/ Once
you do not need or are permitted to use personal data anymore you need to get rid of

it. A proper data storage and deletion concept is a key requirement under the GDPR,

12. GDPR requires a risk based approach! GDPR cannot be tackled by implementing a few
general rules here and there, It is about the protection of personal data of one or more
individuals - and, thus, to assess what is needed always requires a thorough look into
the concrete situation! That's why mapping your actual data flows is so important, If you

do not follow this approach, you will most certainly not reach GDPR compliance,
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GDPR Glossary - What means
what?

The provisions of the GDPR are full of technical terms. So in order to comprehend its subject

matter, it is important to first take a look at the terminology.

Accountability - GDPR principle that states that the controller shall be responsible for, and
be able to demonstrate compliance with the principles relating to (lawful) processing of

personal data,

Accuracy - one of the principles relating to processing of personal data, which entails that

personal data always have to be accurate and kept up to date where necessary.

Anonymisation - is the destruction of the identifiable data.In contrast to pseudonymisation
(where re-identification of the data subject remains possible), by anonymising personal data
can usually not be reassigned to the data subject anymore (or at least with disproportiate

means or efforts only),
Consent - the freely given, specific, informed and unambiguous indication of the data
subject’s wishes or a clear affirmative act whereby the data subject accepts the processing,

Data breach - the accidental or unlawful destruction, loss, alteration, unauthorised disclosure
of, or access to, personal data resulting from a breach of security or access rights; in certain
cases a data breach must be reported within established periods to the supervisory authority

and the data subjects,

Data Controller - the entity that determines the purposes and means for the processing of

personal data,

94



Data Portability - the requirement for controllers to provide the data subject with a copy of

his or her data in a format that allows for easy use with another controller,
Data Processor - the entity that processes personal data on behalf of the Data Controller,

Data Processing Agreement - agreement concluded between Data Controller and Data
Processor regarding commissioned data processing which must include: subject-matter,
duration of the processing, nature and purpose of processing, categories of personal data
and data subjects, obligations and rights of Data Controller and Data Processor and other

predefined topics; usually a standard agreement,

Data Protection Impact Assessment (“PIA”) - the evaluation of the impact of the envisaged
processing operations prior to the start of the actual processing; this is only necessary in high
risk situations (e.g. in the case of new technology or a profiling operation with significant

consequences for the data subjects),

Data Protection Officer (‘DPQO”) - the person (internal or external) who supervises compliance
with the GDPR and has the necessary knowledge, resources and authority to do so;

Data subject - the individual to whom the personal data relate. (e.g. employee,

customer,++)

Encrypted Data - personal data that is protected through technological measures to ensure
that the data is only accessible/readable by those with specified access,

GDPR - the abbreviation for “General Data Protection Regulation” which is an EU regulation

that must be applied in its entirety across the EU,

Lawfulness - the principle according to which personal data may only be processed if a
valid legal ground exists for doing so (e.g. consent of the data subject, execution of an

agreement or the pursuit of a legitimate interest of the controller).
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Main Establishment - the place within the Union where the main decisions surrounding data

processing are made,

Personal data - any information relating to an identified or identifiable natural person,

including indirect identification.

Privacy by Design and Default - GDPR principles that call for the inclusion of data protection
from the onset of the designing of systems, rather than an addition at a later stage (‘by
design) and according to which “by default” the collection and subsequent processing of
personal data shall be limited to what is necessary to achieve each specific purpose of the

processing (data-protection friendly pre-settings)

Processing - any action with, or operation performed on personal data, whether or not

automated,

Profiling - automated processing of personal data for the evaluation of information relating
to a person or in order to analyse or predict her behaviour (e.g. performance at work,

economic situation, health, location or personal preferences).

Purpose limitation - the principle according to which personal data may only be processed
for specified, explicit and legitimate purposes; the personal data must be limited to what is
necessary for these purposes (“data minimisation”) and may only be kept for as long as it is

necessary for the intended purpose.

Pseudonymisation - the processing of personal data such that it can no longer be attributed
to a single data subject without the use of additional data, so long as said additional data
stays separate.; a method to substitute identifiable data with a reversible, consistent value, (e.g.

a hash number).
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Records of processing activities - the Data Controller’s records that contain specific
information about its processing activities (e.g. purposes, data subjects, personal data,

recipients and transfers),

Rights of the data subject - the rights that the GDPR provides for data subjects, such as
the right to information and access to personal data, rectification and erasure of the data,
objection to direct marketing practices, objection to automated decision-making and

profiling and portability of the data.

Sanctions - liability for material and immaterial damage and administrative fines up to
20,000,000 EUR or up to 4% of the total worldwide annual turnover of the company group

in the preceding financial year, if this figure is higher.

Special categories of personal data - personal data which reveal racial or ethnic origin,
political opinions, religious or philosophical beliefs or trade union membership, genetic
or biometric data, data concerning health or a person’s sex life or sexual orientation; in
principle, the processing of these personal data is prohibited. The generic term Sensitive
Data is often used to refer to special categories of personal data and other personal data with
a higher need for protection, including financial data such as credit card data whose loss

could potentially cause a risk to the rights and freedoms of natural persons (e, g, fraud).

Supervisory authority - the national authority that is responsible for monitoring the

application of the GDPR,

Transfers - the transmission of personal data to a country outside of the European Economic
Area; such transfer is only possible if done in accordance with the provisions of the GDPR

(e.g. standard contractual clauses for a transfer to Korea).
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I V GDPR - What does it require?

Now, without further ado, let’s go into detail and find out what the GDPR exactly requires
you to do, Unfortunately, there is no such thing as a master plan you can follow and then be
GDPR compliant, Since the GDPR follows a risk-based approach, the specific requirements
and obligations depend on the actual way you process personal data and the level of risk
of your processing activities with regard to the data subject’s rights and freedoms, The size
of your company and the industry you are part of are usually relevant, GDPR applies to
any business sector and company size a like, Therefore, you have to take a look at every
single one of your processing activities, asses the findings and, based on that, implement the

necessary measures,

But first, let’s take a step back: maybe the GDPR doesn't even apply to you, And if it does
- which will most likely be the case - you should at least know why you, as a Korean

organisation, are affected by EU legislation and what that entails,

[n Scope - Does the GDPR apply to me? ]

When you are figuring out whether or not the GDPR applies to you, ask yourself the

following two main questions:

(1) Do we process personal data?

(2) Are we within the territorial scope of the GDPR?
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[m Do we process personal data? ]

According to Atticle 2 of the GDPR it applies to the processing of personal data wholly or partly
by automated means and to the processing other than by automated means of personal data

which form part of a filing system or are intended to form part of a filing system.

In short, the GDPR applies to (almost all) all processing activities of personal data,

[m Processing of Personal Data - What does it mean? ]

Thus, to find out whether the use of data will be subject to the strict rules of the GDPR it first
needs to be determined whether the action qualifies as ‘processing’ of ‘personal data’ in the

meaning of the GDPR which is easier said than done,

‘Processing’ and ‘personal data’ is to be interpreted rather broadly and includes various

different actions and categories of data,

However, data that is not personal per se, (e.g, an address or technical data relating to a specific
device) might be considered personal from the context it is provided in, such as the combination
of non-personal data might lead to an identification of a data subject, An IP address (internet
protocol address) for example is deemed to be personal data, Although at first sight it does not
reveal any information about a natural person, it still allows a device to be traced back to its
user under certain circumstances (e.g. when requesting such information from the competent
authorities), The same applies to devices such as mobile phones with an ID connected to it
(such as the SIM card or the IMEI number) which competent European authorities might deem

to be personal data under certain circumstances,
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The GDPR sets out to protect personal data of any natural person (‘data subject). This means
that not only data of individual customers, but also data of employees as well as data of
suppliet/service provider employees are included - a fact often overlooked, It is important
to note that for the application of the GDPR it doesn't matter whether data is processed in a
B2B context (e.g. contact data of a business partner's employee) or in a B2C context (e.g.

contact data of a personal that has purchased services).

Rule of thumb: When in doubt, it' s personal datal
Whenever personal data is processed - be it by collection, destruction, or any other ac-
tivity involving personal data - the data protection principles set out in the GDPR apply,

m Key Definitions and Examples

‘Personal data’

A person’ s name and contact information are typical examples of personal data,
However, information such as a person’ s gender, a customer s purchase history or
a person’ s picture are also to be treated as personal data, There are no exceptions
in regard to processing of data in a mere b2b relation, This has the effect that e-maill
addresses of business contacts are also considered personal data in the meaning of
the GDPR, unless they do not include any identifiable data such as names (e.g. e-mail
addresses not assigned to individual persons such as an “info@[e]" address),

‘Data subjects’
Please bear in mind that not only your customers are considered data subjects, but
also, e.g. your business contacts and employees,

‘Processing’

Almost every action performed on personal data such as the collection, recording, organ-
isation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure
by transmission (also within a company group), dissemination or otherwise making avail-
able, alignment or combination, restriction, erasure or destruction is included therein,
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[ Exception from the rule - Anonymised Data and Pseudonymisation}

In contrast to personal data, GDPR does not apply to the processing of anonymised data,

But what is anonymised data? And what is pseudonymisation?

To deem data as being anonymised it is necessary that data can no longer be attributed
to a specific data subject, Hence making identification of individuals either impossible or
requiring inordinate effort. This can be hard to achieve in practice as really all identifiers
need to be removed, This is particularly difficult with large data sets (big data) as the
combination/aggregation of data, even not evidently personal might make identification

possible,

Amongst many more, there are two main techniques to achieve anonymisation:

randomisation and generalisation,

- Randomisation: any technique that alters the accuracy of data in order to remove or blur

the strong link between the data and the individual,

= Example

- Replacing data values with a constant symbol (e.g.
- Deleting a certain number of bits of IP addresses (for example 8 bits from an IPv4)

*

or ‘X )

- Generalisation: the attributes of a data subject are diluted,

= Example

The collection of a region instead of a city or a month rather than a specific date,
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Where you deem data anonymised GDPR and its strict requirements will not apply per se!

In contrast to anonymised data, GDPR does apply to pseudonymised data,
Pseudonymisation means the processing of personal data in such a manner that the personal
data can no longer be attributed to a specific data subject without the use of additional

information (identifier).

= Examples

Replacing customer information such as names and contact information with reference
numbers while only one person or a selected group independent person knows about
the assignment rule for the reference numbers,

Please note that pseudonymised data still falls within the scope of the GDPR, since the risk of
re-identification is higher than with anonymous data, Nevertheless, pseudonymisation is one
way to fulfil your obligations under the GPRR, e.g. privacy by design or data minimization
which might help particularly when processing data based on legitimate interests (Art, 6 (1)
() GDPR; see below for details), So, pseudonymization should always be a measure you

should consider where you can,

If you process personal data in the above sense you fall within the so called ‘material scope’

of the GDPR,
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[ Territorial scope ]

Now that we have established that you (possibly) process personal data in the meaning of
the GDPR, the second - and sometimes even more pressing - question remains: Are we - as

a Korean enterprise - affected? Do we fall within the territorial scope of the GDPR?

The territorial application of the GDPR is very broad and goes beyond European borders
(see Article 3 GDPR). In principle, the GDPR applies in two cases:

On the one hand, this is always the case when an entity has an establishment within the
EU (so called establishment principle). This can potentially apply even if the relevant data
processing takes place outside the EU (Art, 3 (1) GDPR). To qualify as an establishment,
a stable arrangement of human and material resources is necessary, The establishment
within the EU does not necessarily have to actively participate in the processing (e.g. have
possession of personal data), However, it would be enough that it somehow supports the
processing of another outside European establishment by providing supporting services
(e.g. sales or marketing). At least this is the - very strict - view as proclaimed by the
European data protection authorities (c.f. EDPB, Guidelines 3/2018 on the territorial scope
of the GDPR (Atticle 3), page 4 et seq.; see Section VI, Below for further details) If you want

to be on the safe side you should follow this interpretation.

On the other hand, the GDPR applies if data of a data subject who is located in the EU is
processed - even when doing so abroad. The fact that the controlling company is located
outside the EU is irrelevant in this respect. Once the objective of a company is targeting the
market of the European Union and its customers located there it is very likely to be within
the scope of the GDPR, This is the case for example, when an entity outside the EU offers

its services and/or products in the EU or if it monitors the behaviour of individuals located
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in the EU (e.g. when collecting respective personal data via a website which might include

web targeting or alike as well),

As you can see, it is rather easy to fall into the scope of the GDPR as almost everything that
is related to Europe will usually trigger GDPR’s applicability. If you do,

‘= Appointment of a Representative by Non-EU entities

If you fall within the territorial scope of the GDPR and you are not established in the
EU, you might have to appoint a representative in the EU pursuant to Art, 27 GDPR,
According to Art, 4 No, 17 GDPR a ‘representative’ is a natural or legal person estab-
lished in the EU who represents the controller or processor with regard to their respec-
tive obligations under the GDPR, This is to ensure that Supervisory Authorities and data
subjects have a contact point within the EU.,

The obligation applies to controller s and processors the like — what a controller and a
processor is, we' | come to in a minute,

The basic requirements are:

- The representative needs to be established in the EU and needs to be designated in
writing, As it needs to “represent” a power of attorney is necessary.

- The law provides the possibility to designate one representative for several controllers
and / or processors as long as there are no conflicts of interests.

- It needs to be done before starting the processing of personal data under the GDPR,

- Acting as a representative is a task that can be performed by specialized service pro-
viders which you may find on the internet or by referral through KOTRA.,

There might be exceptions to appoint a representative which usually narrow down to
scenarios where personal data is processed on an occasional basis only and where it
does not include the processing of sensitive categories such as health data or invasive
technologies (e.g. big data; see Art, 27 (2) GDPR),
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[ Personal scope - What exactly is my role? ]

Since the GDPR applies to anyone processing or controlling the processing of personal data,
regardless of the legal form of the entity, the range of norm addressees is extensive, But in
order to know your role and the actual data protection responsibilities arising therefrom, you
need to determine first if you are considered a ‘controller’ or a ‘processor’ within the meaning

of the GDPR,

[ Controller - Who is a controller? ]

According to Article 4 No, 7 GDPR ‘controller means the natural or legal person, public
authority, agency or other body which, alone or jointly with others, determines the purposes

and means of the processing of personal data.

Thus, controllership depends upon decision-making power and not upon the execution of
data processing, It can therefore result from express or implied legal responsibility or from
actual influence regarding the purposes and means of processing. Another indicator for
being a controller usually is that you process personal data for your own business purposes

and not those of other companies.

= Example

Korean enterprise operating a webshop and selling goods to EU customers would be
deemed a controller where processing personal data such as customer names, ad-
dresses, payment data etc, for own business purposes while determining the means of
the processing (e.g. from a technical and organisational perspective), As he processing
is related to the selling of goods the processing occurs for own business purposes,
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So, to check whether you are considered a controller go through the following steps:

m Checklist

Who decides upon the purpose of processing and its essential elements? Is it you
or another entity and what is your relation to it?

Who chooses which data shall be processed for how long?

Who chooses who shall have access and what security measures need to be tak-
en?

Is the processing related to serving your own business purposes or are you acting
as a service provider to someone and are you, thus, serving the business purposes
of others?

The controller is responsible for compliance with the principles governing the processing of

personal data under the GDPR and must be able to demonstrate such compliance,

The most relevant principles the controller has to take care of include:

m Art, 5 GDPR Principles

o Legality

o Faimess & transparency

o Data minimization

o Accuracy of the data processed

o (Temporal) storage limitation and integrity
« Confidentiality of personal data

In particular, a controller shall be responsible for implementing appropriate technical and

organisational measures to protect personal data, taking into account the nature, extent and

106



purposes of the processing and the likelihood and seriousness of the risks to the rights and
freedoms of natural persons (see Art, 25 and 32 GDPR),

This was just a first look at the principles. We'l look into these in more detail in a minute,

Also, if you as a controller place an order for data processing with other agencies or
companies - lef’s get to details what that really is in a second - you must do so on the basis
of a written contract pursuant to Art, 28 GDPR as you have to make sure that the processor
complies with certain basic principles, Such a contract has to include several points pre-

determined by law (see Art, 28 GDPR),

[ Joint Controller - Where is the difference? ]

If several data controllers jointly define purposes and means for data processing, they are
‘joint controllers’ . Since this is a fairly new mechanism in European law there is uncertainty
as to when this will be the case or not, As a rule of thumb, a Joint Controllership needs to be
considered where two or more entities work very close together in a collaborative manner
to design and perform certain data processing activities, This can also be the case where
within a company group entities jointly process data in a centralised procedure. Again,
in the end, it is always a question of the individual case that is to be checked thoroughly-

usually with professional legal support as to the legal complexity of it,

Why is this question so important? Similar to what you just learned concerning Art, 28
GDPR (see for the contract that needs to be concluded in these cases below), Art, 26 GDPR
requires joint controllers to enter into a specific agreement whereas the lack of it again might

trigger objections by authorities and monetary fines, Such a contractual agreement must be
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very transparent, It is mandatory to determine who fulfils which data protection obligations,
In particular, who is responsible for exercising the rights of data subjects and who is

responsible for information duties,

This is crucial as according to the GDPR any data subject can assert his or her rights against
each individual (joint) controller, regardless of contractual distribution of tasks so that it is

highly recommended for them to agree on certain rules and tasks to provide clarity!

If you don't have that particular agreement in place it is a violation of the law that can be

sanctioned by regulators,

[ Processor - Who is a processor? ]

Being a controller imposes many obligations on the company, However, also being a so-
called processor may lead to certain obligations under the GDPR,

A processor processes personal data on behalf of the controller and is a separate legal entity/
individual with respect to the controller, According to Att. 4 No, 7 GDPR a processor can be
a natural or legal person, public authority, agency or another body.

The controller has the choice of taking care of the data processing himself, assigning it
internally to employees or departments, or outsourcing this task to external parties - a

processor, Typical processors could be:
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= Examples

o Cloud computing suppliers

o Computing centres with (potential) access to personal data

o [T service providers

o Maintenance and support of software and IT services that do not necessarily include
the processing of personal data but where (theoretical) access to such cannot be ex-
Cluded,

As explained before, where a controller involves a processor there needs to be a specific
agreement in place to cover the data transmission and processing by the processor, Att,
28 GDPR provides for very detailed requirements to be regulated in such an agreement,

including the following points:

m Art. 28 GDPR Contract Checklist

o Nature, purpose, object and duration of processing

o Type of personal data & categories of data subjects

o Scope of the powers of instruction of the person responsible

e Securing of technical and organisational measures

o Retumn or deletion of personal data after completion of order processing

o Control rights of controller vis-a-vis the processor

e Support of controller by contract processor in the event of inquiries and claims by
affected parties and in the event of mandatory reporting of data protection violations

o Duty of the processor to provide information if instructions violate data protection law

Use the above as a checklist for designing such an agreement (you might often hear the
term “Data Processing Agreement’). When doing so, be aware that European regulators

and certain interest groups have published standard agreement templates that are worth
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considering as a basis, However, please note that taking such a template “as is” will never do
the trick. Remember: GDPR requires a risk based approach which also means that any Data
Processing Agreement you are looking at needs to display the actual circumstances of the

case at hand,

One more thing:, As soon as the processor starts to determine his own processing purposes
with the data, he himself becomes a controller to that extent and faces the obligations of
a controller as well and will be liable such an a controller, In many cases, this may lead to
difficulties as the processor usually will not have a legal basis to base the processing personal
data fore own purposes on. If such a change of purposes is lawful will then be subject i.a,
to Art, 6 (4) GDPR which governs the processing for purposes other then which personal
data has been collected.

m Example:

A processor receivers personal data to process it solely on behalf of the controller (Art,
28 GDPR). The processor decides to use the personal data for big data analysis for
its own business purposes, The latter would not be covered by the privilege awarded
under the GDPR to data processors as the processor would exceed the scope of the
“processing on behalf” . The processor would now i.a, need to present a legal basis for
the processing (Art, 6 GDPR) and properly inform the data subjects on such a process-
ing to give them i a, a chance to object (see for example Art, 21 GDPR), In many cases
a processor will not be able to meet these requirements and should, thus, treat these
types of processing activities very carefully,
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[ Processing personal data - How do | do it right? ]

So far we learned how to determine whether you are processing personal data in the

meaning of the GDPR and if the GDPR applies to you given other relevant aspects,

But how do you make sure you comply with the requirements if they apply to you? The

GDPR follows a simple but effective principle:

Every processing of personal data is forbidden, unless it can be legitimised,

This rule puts you in the often difficult position to ensure that all your processing activities
are covered by a legal allowance (legal basis) as set in the GDPR or other applicable
laws, This to determine can sometimes be a rather complex process and will get to that
in a minute, But even if you process data on a ‘legal basis’ that is not all you need to do,
Furthermore, you will have to comply with the basic principles of a lawful data processing
which well explain in more detail below, And - you guessed it - not just that: under the
GDPR you also have to be able to proof that you comply with all these principles at all times
which is then called ‘accountability’,

So, let's get started!

[ When can | process personal data? J

In order to being permitted to process personal data you need to determine a proper legal
basis. A legal basis would be a rule in the law that tells you that in your particular or at least
a similar case the law determines your processing legit. The main legal bases you usually

consider when doing this check up are set out in Art, 6 para, 1 of the GDPR:
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Art. 6 (1) GDPR
Processing shall be lawful only if and to the extent that at least one of the following applies:

(a) the data subject has given consent to the processing of his or her personal data for one or
more specific purposes;

(b) processing is necessary for the performance of a contract to which the data subject is

party or in order to take steps at the request of the data subject prior to entering into a
contract;

(©) processing is necessary for compliance with a legal obligation to which the controller is
subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of
another natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or
in the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests
or fundamental rights and freedoms of the data subject which require protection of

personal data, in particular where the data subject is a child.

Any processing without legal basis is considered unlawful and personal data collected without

legal basis must not be used anymore and is to be deleted instantly, This also applies to any

personal data that might have been collected lawfully under applicable prior laws (i, that have

been legal under the prior law) while GDPR - due to its stricter approach - does not permit

such a processing anymore,
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So, in order to determine whether you can utilize one of the above “legal bases” for your

particular processing we recommend the following checks:

m Checklist

Check if every processing of personal data is based on a legal basis,

Regard that you might have several purposes you collect and process data for, In
order to determine a proper legal basis you need to differentiate by the particular
purposes and the personal data you process specifically for that purpose, A generic
approach does not work under the GDPR, Remember: it’ s a risk based approach!

S0, go through the list above per every set of data and every processing activity and
apply one of the reasons provided for, If you easily can, you have a good chance to
be in compliance with the law

If you have trouble to find a match for the purposes you wish to use personal data
for, or if you are not sure about it, look for advice from your data protection officer or
legal counsel.

While all of the above could be relevant to your processing of personal data, for sure the

most relevant are:
- processing on the basis of consent (lit. a),
- necessary for the performance of a contract (lit, b) and

- processing on the basis of legitimate interest (lit, ),

The following deals with these main three legal bases, Let's have a closer look at them:
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[ When can | rely my processing on the Performance of a Contract?J

The first and foremost important ground to receive and process personal data is usually the

processing of personal data for the purpose of fulfilling (pre-) contractual obligations,

In many cases, the performance of contracts requires the processing of personal data, A
restriction of these processing activities would make everyday life and business impossible,
which is why the GDPR provides for a general legal basis for the processing of such data

related to the fulfilment of contracts,

m Typical Examples:

o The processing of the name and address of customers in relation to purchase con-
tracts, e.g. for delivery or provision of a service, but not the gender or the shoe size of
a person (as this is usually not required for performing the contract),

o Processing of biling information, in order to invoice customers; but if used for market-
ing purposes, these would again usually not be required to fuffil a contract and would
therefore require another legal basis,

As you can see, the interpretation of the law is rather strict: in order to base processing
on the performance of a contract, the processing must be strictly necessary to achieve the
contractual goals, Processing for any other purpose outside of that scope will no longer be

covered by that.
Secondly, the extent to which data is processed is limited to what is necessary for

the fulfilment of the contract as other principles such as ‘purpose limitation” and ‘data

minimization’ apply,
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= Example:

When you sell goods or services online and customers need to register with your online
shop you should limit the data collection to what is needed to perform the transaction,
To ask for y birthdate might be interesting, However, usually that is no information you
really need., If you want to collect it to send a birthday e-mail please note that this will
usually be another “purpose” (usually related to marketing) and may, thus, require an-
other legal basis other than “contract” .

Last but not least, after complete fulfilment of the contract (and its post-contractual
obligations) there is no further legal basis for the ongoing storage of personal data,
Therefore, the personal data has to be deleted (storage limitation) unless you can present
another purpose in accordance with the GDPR, This is usually only the case under very
narrow circumstances (see Att, 6 (2) GDPR). This means that once you collect personal data
you should already have a strategy on how you get rid of it once the purposes you collected
it for has ceased (e.g. the contract has been fulfilled).

In a nutshell, when assessing “contract” as a legal basis go through the following points:

m Checklist

Check if you have a contractual relationship with the data subject (e.g. purchase or
service contract), If not, Art, 6 (1) (b) GDPR will usually not apply to you,

Only collect as much data as you need to fulfil the contractual goal, Limit collected
data to what is strictly necessary.

Details matter - analyse your data very thoroughly and always evaluate the full pic-
turel Remember: GDPR takes the risk based approach, This you will not be able to
follow unless you know what you are doing!
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[ What do | need consent for and how does that work? J

If you don't have a contractual relationship with the data subject, consent might be a way

to lawfully process personal data, Although consent is always a possibility to legalise your

processing activities, you should proceed with caution as gaining consent might not only

be commercially unfeasible, but might also bear certain legal risks. So, if you can, legitimise

your processing activities on another legal basis, such as e.g. on legitimate interest (see

below) only resort to consent if you don’ t have any other options,

This is all due to the strict requirements set forth by GDPR for obtaining valid consent and

the fact that it can be withdrawn at any time, But let's go step by step:

First, valid consent needs to meet the criteria as provided in Art, 7 GDPR:

m What are the basic requirements?

o Must be freely given: The data subject needs to have the choice; usually no bundling
allowed with e g. the offering of services which are against payment; exemptions are
possible but very rarel

o Can only be obtained for one specific purpose: Including several purposes into one
consent usually requires that the data subject has a choice to opt for all or just some
of them,

o Needs to be very transparent: Presented in a manner which is clearly distinguishable
from other matters, in an intelligible and easily accessible form, using clear and plain
language

o Be clear - indicate the purpose of processing, the personal data used and the partici-
pating entities ;

o Prior to giving consent, the data subject shall be informed on its right to withdraw the
consent and what consequences it might have,
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Whether consent is freely given, depends on each individual case. Any prospect of
disadvantages to the data subject might hinder the assumption of a freely given consent.
This is particularly critical in employment contexts as employees often give their consent
because they have to in order to safeguard their position, As a result, such consent is usually

not given freely.

= Example

You want to publish your employees’ pictures on your company s website to show
customers your team, This is usually something that requires consent,

Depending on how you design the procedure asking for consent, it might not be
deemed valid as employees might not have a real choice,

A solution to this problem might be to offer employees the chance to consent (or not
consent) without any adverse effects for them, This would then be freedom of choicel If
you ensure that you should be ok_ In any case, ensure the employee is informed about
all aspects of the processing (Where is the picture visible, to whom and for how long?).

Please note that consent must be obtained separately for each purpose, meaning that
you would need for example offer a form with several checkboxes if you wish to process

personal data for several purposes based on consent (no bundling allowed),

= Example

You want to send your customers marketing e-mails but you would also like to share
personal data of your customers with partner companies for other reasons, If you aim
at obtaining consent from the data subject for that this would require you to apply for
example two separate checkboxes on a consent form,
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As we learned about accountability already don't forget that you need to document the
obtaining of a proper consent. So, if you receive it electronically provide for a way to have
it in reach once needed to proof you are in compliance with the law, If you can't it might
be that a regulator (or court for that matter) might deem you in breach of the law just
because of that! So, always think of a way not only how to obtain it but also how to proof it
afterwards!

Lastly, be aware that consent can be withdrawn at any time, In that event, personal data

processed on the basis of this consent would need to be securely deleted or anonymised,
After withdrawal of it a further processing - at least if based on the consent would not be
permitted anymore! Be aware: there is (almost) no limit for a data subject to withdraw a

consent,

Please also note that a certain age limit for granting valid consent might apply in your
jurisdiction. For example, if you sell goods or setvices to children obtaining valid consent
might be an issue, If you do, always obtain specialised advise as this us usually a rather

complex legal issue,

If you don’t abide to the aforementioned requirements consent might be deemed invalid

and, as a consequence, lead to unlawful processing of personal data,

In a nutshell, when checking consent as a possible legal basis work along the following

points:
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m Checklist

Always strongly consider if you really need consent or not - it' s the least practical
solution, Consider other options first (see above)!

When obtaining consent use a clear and unambiguous language. Be precise and
provide for transparency. Otherwise there is a high risk that your consent might be
invalid - and so will your data processing bel

If you already obtained consents prior to May 2018 (GDPR) check if consent is nec-
essary and if it was gained lawfully, If an “older” consent does not comply with the
GDPR requirements it is invalid, Again if you are not sure, look for advice from your
data protection officer or external legal advice,

Last but not least, ensure a process to be in place in case consent is withdrawn or
invalid (i.e. deletion procedures for such data).

[ When do | have a legitimate interest to process personal data?}

The GDPR further allows processing of personal data on the basis of legitimate interests
on your or another third party’s side, This means, that the law acknowledges that there are

sometimes individual interests that are hard to be put into a specific rule in the law,

= Example

Checking your business partner s solvency might serve as a legitimate interest as this
is something that can be reasonably expected by the parties,

Whether your respective interest is legitimate and might prevail against the interests of the data

subject depends on the individual case, It needs to be decided (and documented) on a case-

by-case basis,
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The age of the data subject, intimacy of personal data or existence of a special category

of personal data might serve as indicators in order to perform the balancing test which is

required to weigh to the interests, The following typical indicators might help you with your

assessment:

- If special categories of personal data (e.g. information on physical or mental health) are
processed, interest of the data subject might more likely overrule other interests,

- If the personal data is already accessible online, even trivial interests may override the
interests of the person in question,

- One of the most important indicators would be the expectation of the data subject with regard
to a certain processing of data, E.g., an EU user might expect that his website usage behaviour
will be analysed but might not expect that a profile is created and sold to third parties,

As a rule of thumb, the greater the implications to the privacy of the data subject, the more

important your interests need to be,

For example, solely financial interest might be weaker than the interest of providing a stable

and secure service,

GDPR defines certain legitimate interests, which are of high importance for day to day
business operations, including the legitimate interest to conduct direct marketing activities or
to transfer personal data within a company group for administrative purposes, Keep in mind

though that those provisions must - again - be interpreted rather strictly.
If you have the chance to choose,, processing on the legal basis of performance of contract

should be preferred (if applicable), as data subjects might have a right to object against the
processing based on legitimate interest (Art, 21 GDPR).
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m Checklist

When considering “legitimate interest” as a legal basis Check if you can process
personal data on any other legal basis (in particular on the performance of contract),

When relying on legitimate interest consider your and the data subjects interest
properly: the more sensitive a processing activity, the more likely that the data sub-
jects interest in you NOT to process his/her personal data may overrule your inten-
tions,

Document such consideration (e.g. in your record of processing activities) as super-
visory authorities might ask for it, Remember: you need to proof your compliance
which includes a proper documentation!

[ Processing special categories of personal data - What is special?]

Now that we have learned how to determine whether you have a legal basis or not for your
processing you need to leamn that certain data categories require further safeguards and are

to be treated differently.

Although the GDPR protects all personal data, some data is protected in a special way,
According to Art, 9 GDPR there are special categories of personal data, such as data
revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade
union membership, and genetic data, biometric data for the purpose of uniquely identifying
a natural person, data concerning health or data concerning a natural person’s sex life or

sexual orientation,

Art, 9 GDPR therefore lays down stricter requirements and even puts a fundamental ban
on the processing of such sensitive data (Art, 9 (1) GDPR). According to Art, 9 (2) GDPR,
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exceptions are conclusive and only allowed under very narrow circumstances, as these kinds
of data are particularly sensitive and therefore particularly worthy of protection, Otherwise,
there are considerable risks to fundamental rights and freedoms for the data subject if these
data are not carefully processed and protected against misuse, This is to ensure that data
subjects are not discriminated against on the basis of their religion, political opinion or state of

health, Be it by authorities, employers, insurance companies or other bodies.

As a rule of thumb, processing of special categories of personal data will require explicit
consent of the data subjects unless processing occurs in the course of specific business
fields, e.g. where strictly necessary to perform medical treatments or if needed to allow
necessary processing of personal data within the employment relationship, Processing
based on legitimate interests in the meaning of Art, 6 (1) (f) GDPR is usually not possible.
As to the high sensitivity of the processing activities and the damage that can be done when
special categories of data are used in a non-compliant manner, it is highly recommended to

thoroughly check along the rules set forth in Art, 9 GDPR,

Acting as a processor in the meaning of Art, 28 GDPR and processing special categories
of data on behalf is not per se forbidden. However, data protection authorities tend to be
very strict when evaluating these types of business models and require a certain level of
technical and organizational safeguards, e.g. with regards to the requirements for respective

agreements,
To summarize the message: When dealing with special categories of personal data be very

careful with it and assess the legal circumstances very thoroughly. The following checklist may

serve as a start but always discuss these with you data protection officer and legal advisor,
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m Checklist

When processing involves special categories of data be aware of the specific re-
quirements GDPR sets for it!

Always strongly consider if you really need to obtain these types of data; if not it
makes life a lot easier for you.,

If you need to process these types of data look for a legal basis in Art, 9 (2) GDPR
and consider that even though you find one further rules may apply according to the
GDPR or national laws which are also binding,

When you outsource certain processing activities to third parties which include the
processing of special categories of personal data thoroughly evaluate the require-
ments you have to meet to do so. If you are, for example, providing IT services to a
hospital and might have access to patient data these operations will be permitted
by law under very narrow circumstances only, These should be made subject to a
detailed review with specialists on data protection and other laws concerning the
processing of patient data,

Please note that in some countries unlawful access to these types of data might
even be punishable by criminal law, One more reason to take a closer look at it at
an early stagel

[ What other principles do we have to observe when processing personal data?}

At this point we might have found out about your “role” when processing personal data and

ideally a proper legal basis’ to do so, But that is not enough as we will see,

Further, you always have to comply with the basic principles of a lawful data processing,

which are in short:
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- Fairness and Transparency
- Purpose Limitation

- Data Minimisation

- Accuracy

- Storage Limitation

- Integrity and Confidentiality

These principles apply in parallel and under any circumstances. So, get familiar with these

principles before starting to process personal data under the GDPR,

And one more thing: Yes, of course non-compliance with one of these aspects might trigger
an authority sanction such as a monetary fine, There are usually no de minimis violations in
the GDPR, so that authorities usually have to sanction any type of violation. The following

principles are not just “nice to have”, they are essential requirements that require action!

[ Transparency under the GDPR - What is required? J

Under the GDPR all forms of processing are subject to transparent information of the data
subject on the processing of its personal data, Data subjects need to receive information on
all relevant aspects of a processing activity, In short: They always have to know if you have
their personal data in their possession, why and what you are going to do with it. Even if
you receive personal data not directly from the data subject but from third party sources
(e.g. publicly available websites) these principles will apply nevertheless and may require

you to inform the data subject anyways,
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As a general rule, data subjects need to be provided with the following information when
collecting of their data, Art, 13 GDPR may serve as a checklist therefor:

o |dentity of controller (usually entity name, address, contact details and representatives)
o Contact details of the Data Protection Officer of the controller

o Processing purposes and legal basis (in short: why you have it and what you do with it)
o Legitimate interest if levied pursuant to Art, 6 (1) () GDPR

o Recipients of personal data during transmission (e.g. a service provider)

o Transfer to third countries such as Korea (e.g. parent company located there)

According to Art, 13 (2) GDPR the controller must also provide the following information

o Duration of storage (e.g. how long you intent to keep the data and why)
o Rights of data subjects (e.g. rights to object to the processing)

o Revocability of consent (where consent has been given)

o Right of appeal to supervisory authority (Art, 77 GDPR)

o Obligation to provide personal data e g. for conclusion of contracts

o Automated decision making and profiling

Non-transparent processing activities might be found invalid and therefor forbidden. As to
a strict view of the authorities the entire processing might be illegal. So, better spend some

time on being transparent to avoid negative consequences.

As already explained, data subjects must be informed at the time of survey, this means
when data is obtained, This is mostly done within a ‘privacy policy’ that you provide to data
subjects (e.g. your customers, employees or business partners), describing on how you use
their personal data in the business relationship, It can be done in writing (e.g. on a piece of
paper) or electronically (e.g. on a website). In theory, it might also be possible to provide

necessary information orally, However, this is usually not recommended as you will have a
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hard time to proof your compliance as there will typically be no documentation. This might
be different when you run a call center and decide to include information according to the
law into your procedures (e.g. with automated computer-based read outs or references to
further documents e.g. on the internet), If you are concerned with these types of processing
a detailed review and proper legal advice is necessary as the requirements are still very

much under discussion in Europe,

As privacy policies are a very common way of complying with these requirements, the
obligation to provide such information does not only apply to online procedures - where
the use of a privacy policy is even common today - but also for any offline procedures,
Such a policy needs to address the above points in a transparent manner while information
does not need to be provided in a specific format and could, thus, also be provided e.g. to
customers with an information sheet attached to a service contract as long as you chose a

mst transparent way to present the information.

If you obtained data from third party sources (e.g. another controller or a publicly available
website) and not directly from the data subject further information obligations apply.
Amongst others the controller needs to inform the data subject on how it obtained the data
(see Art, 14 GDPR for details). The rules are different to those that apply when you deal
with the data subject directly (see Art, 13 GDPR), When this applies to you - again - you

need to thoroughly assess what is needed.

So, what's to take away for transparency? The following checklist may provide a first

overview and guidance:
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m Checklist

Check if you are subject to information obligations, This will be the case almost ev-
ery time, Exemptions will be interpreted in a very narrow manner

If so, set up sufficient privacy policies and notices and ensure a process to provide
these to the respective ‘data subject’ .

Inform on all relevant aspects and use Art, 13 and 14 of the GDPR as a Checklist to
complete the forms with all necessary information.,

If it doesn’ t hurt always provide rather more than less information,

Regard that your customers, employees or business partners are no legal experts,
Use a clear, unambiguous and precise language.

[ Purpose Limitation and Data Minimization - What's to be done?]

Personal data can only be processed for a certain purpose and that processing for the

specific purpose must have a legal basis,

In case data is processed for other purposes than the ones it has been obtained for in the first

place (e.g. fulfiiment of contract and subsequent use for marketing activities) each purpose

must be legitimised through a separate legal basis, As a consequence, a change of purpose is

generally only legally permissible when:

* it can be based on the data subject’s consent (see IV.4); and/or

* the new purpose is compatible with the initial purpose.
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= Example

You collect the e-mail address of a customer in order to inform customers on their pur-
chase, Furthermore you want to use the e-mail address for marketing purposes (e.g.
sending of newsletters),

While the first purpose (information on specific purpose) can rely on the performance
of contract legal basis, the second purpose (sending of newsletters) cannot, as this is
not related to the performance of contract, Therefor a separate legal basis would be
required (e.g. consent),

In addition, the principle of data minimization applies to all processing activities meaning
that only that data shall be processed that is required for the specific purpose. This principle
gets often forgotten in form situations, i.e, situations where personal data is collected via an
online form, For example, it will generally not be necessary to ask for the age or gender on
a simple contact form and as a result such data collection could be considered unlawful, As
a consequence, such data would need to be erased. Also, once you start to design a data
deletion concept (meaning a concept guiding you in removing data from your systems)
especially the data that has been collected ignoring the data minimization principle will
cause trouble. So, limit the amount of data you are collecting in the first place and make

your life easier!

m Checklist

Check what personal data you really need to reach your goals,

Collecting personal data just because you CAN is not a reason and will get you in
trouble!,

Instruct your employees to act accordingly.
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[ Accuracy and Data Subject’s Rights - How do we ensure that? J

Personal data shall be accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having regard to the purposes

for which they are processed, are erased or rectified without delay.

m Checklist

Check what personal data you really need and erase old and inaccurate data
promptly to limit redundancies and provide for proper data quality.

If a data subject wishes to correct or have access to his/her data (e.g. because of a
new name or address) react promptly and ensure business processes accordingly,

Set up sufficient policies and instruct your employees accordingly to ensure high
service quality.

[ How is the storage of personal data to be limited? J

When you no longer need the personal data for the purposes for which it was collected in
the first place, the data must either be securely deleted or destroyed, or fully anonymised,
In order to do so, you must:

* evaluate the length of time you usually need to keep personal data and for what purpose, and

* securely delete information that is no longer needed for a specific purpose.

When determining proper periods for allowed data storage, local laws and the imposed
specific minimum and maximum retention terms might serve as a first indicator. For
instance, retention terms in relation to tax records, health records of employees and

documents relating to a dispute or litigation,
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In order to comply with the principle of accountability you should document your data
retention plans in a retention policy and regularly check and update it. To work towards it

the following steps should be taken:

m Checklist

Find out where you store personal data,

Determine how long you need personal data (retention period) while these periods
might differ depending on the categories of data and business purposes you collect-
ed them for in the first place, Local laws might serve as orientation when it comes to
determine compeliing storage periods (e.g. for archiving required by law).

Delete data that is no longer needed for a specific purpose in a timely and secure
manner or design procedures to doing so automatically if you can,

Set up a sufficient data retention policy that documents the aforementioned.,

[ Ensuring Integrity and Confidentiality - How do we do that?]

To protect personal data from unauthorized access, loss, theft or damage, you must
implement adequate technical and organizational security measures, IT systems shall be
designed in a way that the above goals shall be met.

When doing so you need to take into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing as well as the
risk of varying likelihood and severity for the rights and freedoms of natural persons, The

safeguards taken need to ensure a level of security appropriate to the risk, meaning that the

law does not allow a “one-catch-all” approach but rather requires companies to design

individual procedures and safeguards to ensure proper IT security.

For further details please see below under Section 6,
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[ Privacy by Design and Privacy by Default - What is that all about? J

The GDPR takes the existing security requirements to a further level and incorporates

preventive mechanisms such as the principle of ‘privacy by design’ and ‘privacy by default’,

According to the principle of privacy by design, your business processes shall be designed
in a way to adhere to the principles laid down in the GDPR, e.g. by limiting data collection
in the first place. Processes need to be designed in order to minimalize data streams and
prevent - where possible - the processing of personal data e.g, by means of anonymisation,
Privacy by Design requires companies to start to look at GDPR right from the start of the

development process, e.g. together with IT developers in order to implement safeguards,

Privacy-by-default requires controllers to implement appropriate technical and organisational
measures for ensuring that, by default, only personal data which are necessary for each
specific purpose of the processing are processed, Similar to privacy-by-design, privacy-by-
default requires controllers to involve data protection advice and design at an early stage of
the development process whereas the focus will be to collect lesser amounts of personal
data, to reasonably limit the extent of their processing and to shorten the period of their
storage and their accessibility as far as possible through respective data protection friendly
pre-settings of a service. So, privacy has to become the default option, not the other way

around!
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[ Privacy Impact Assessment - What is it and when to conduct one and when not?J

Another preventive mechanism that GDPR introduces would be the controller’s obligation
to perform a so-called ‘privacy impact assessments’ (or PIA), a pre-assessment of a planned
procedure to assess, ensure and document its GDPR compliance before its enactment, To
conduct a PIA is necessary in specific cases which usually indicate higher risks to the rights
and freedoms of natural persons, especially where new technologies are used to process

personal data,

A PIA will be required where a controller performs

(@) procedures including automated decision making and profiling which means processing
activities that entail (a) a systematic and extensive evaluation of personal aspects relating
to natural persons which is based on automated processing, including profiling, and (b)
on which decisions are based (c) that produce legal effects concerning the natural person
or similarly significantly affect the natural person (e.g. credit rating based on automated
processing and an automated rejection of a loan contract based on the rating);

(i) processing on a large scale of special categories of data referred to in Article 9 (1) of the
GDPR (e.g. health data), or of personal data relating to criminal convictions and offences
referred to in Article 10 of the GDPR; or

(iii) a systematic monitoring of a publicly accessible area on a large scale (e.g, where CCTV

is applied).
The European data protection authorities have published several guidelines with remarks

on the relevant cases which will be updated constantly and should therefore be considered

when evaluating conducting a PIA or not (for further details please see Section VI, below).
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= Examples

- Any processing activity that involves profiing (automated decision-taking on the basis
of data subject’ s personal information, e g, credit checks, loan applications)

- Use of innovative technologies such as Cloud Computing or Big Data

- Large scale processing of Article 9 & 10 data (e.g. political parties membership data,
health records processed by hospitals, gyms, health centres; dating websites/ appli-
cations)

- Systematic monitoring of a publicly accessible area, e g. showrooms or similar, on a
large scale (e.g. CCTV)

- Monitoring of your employees behaviour

Where one considers a PIA to be necessary, the PIA needs to cover and document the

following aspects:

(i) a systematic description of the envisaged processing operations and the purposes of the
processing, including, where applicable, the legitimate interest pursued by the controller;
(i) an assessment of the necessity and proportionality of the processing operations in
relation to the purposes;
(iii) an assessment of the risks to the rights and freedoms of data subjects referred to in the
relevant provisions of the GDPR; and
(iv) the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance
with the GDPR taking into account the rights and legitimate interests of data subjects and

other persons concermed,

Processors will usually not have to conduct a PIA for procedures they operate on behalf
of a controller, This might be different where processing of their own employee data is in

question,
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In the end, to determine whether you need a PIA or not you could follow these basic points:

m Checklist

Go through the list of your processing activities and try to locate possible high risks
To assess the level of risk, you must consider both the likelihood and the severity of
any impact on individuals (high risk can result from either a high probability of a low-
er level of harm, or a lower possibility of grave harm),
Your PIA must include:
o A description of the nature, scope, context and purposes of the processing;
o An assessment of necessity, proportionality and compliance measures;
o An identification and assessment of risks to individuals; and
o An identification of any additional measures to mitigate those risks,
Thoroughly document every step

[ Rights of the Data Subjects - What are my obligations?]

Even if you process personal data on legal bases and comply with the principles of lawful
processing, if a data subject exercises its rights, you have to ensure that their requests are

promptly met,

Why is that? Because GDPR has strengthened data subject’s rights and raised awareness! Under
the GDPR, more and more customers or employees will for example ask for access to or erasure

of their personal data e.g. affer a business relationship or an employment has ended,

Your data processing and relevant systems need to provide the option to ensure accuracy
and for example allow for an easy way to modify personal data accordingly where legally
required,
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In order to being able to react to respective requests companies need to establish procedures
and technical and organizational measures to be able to respond to and comply with
any such requests within reasonable time, These rights can be exercised freely and must

generally be met within 30 days,

[m Right to Access J

The right to access is regulated in Art, 15 GDPR. Once you receive a request for access you

need to be able to figure if you hold data relating to that particular person at all and inform
the requesting person on it (Stage 1). If the answer is yes, the data subject is entitled to the

following further information (Stage 2):

o A copy of the personal data, e.g. by providing a list of data you hold with regard to
the data subject

o Further “metadata” such as the purposes of processing and categories of personal
data and timeline for data storage

» Information on data subjects rights to deletion, rectification and restriction

o Right to file a complaint to the supervisory authority

o Information on the source of data (e.g. a website etc )

 Information on personal data is transferred to third parties

o If automated decision-making is used

 Information on the receivers of data

There is no specific form for providing this information, However, in the end you'll have
a great interest in properly documenting what you disclosed to being able to proof your

compliance,
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Given the fact that the law leaves you a very narrow timeline to comply with the request -
usually for Stage 1 approximately 4 weeks and another four to eight weeks for Stage 2 -
you'll need to establish a functioning process to find personal data and to properly disclose

the information to the data subject,

Please keep in mind that you might also need some time to evaluate if a requesting party
is authorised, Thus, you need to make sure that you do not disclose data to unauthorised

individuals,

[ Right to Erasure, Rectification and Restriction J

These rights, as laid down in Art. 16, 17 and 18 GDPR, pursue the purpose to prevent or
revoke violations of the law by the controller, They tend to be the most effective for the data
subject, The right to erasure applies where personal data has been collected and processed
lawfully, or where the purpose has been omitted. The right to rectification specifies the
principle of accuracy, the data processed shall reflect the reality. The right to restriction of
processing as laid down in Art, 18 GDPR, pursues the scope to balance the interests of both,

the controller and the data subject,
The right to erasure usually requires controllers to completely erase personal data when

requested so in a legitimate manner, The mere blocking of data may not be a sufficient

measure to comply with Art, 17 GDPR.
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m Checklist

In order to comply with erasure requests effectively you need to have a process in place.,

Train your employees on how to deal with such a request propery and in a timely manner,

Establish your systems accordingly in order to be able to fulfil a request, i.a. to find a
person’ s data and to properly erase it when needed.

[ Right to Data Portability J

The right to data portability under Art. 17 GDPR represents one of the few absolute
innovations in the rights of data subjects. This right is intended to ensure that the data of
the data subject can be transferred from one controller to another controller, The purpose
is to make him economically more flexible and ensure more competition among service
providers processing personal data, However, this is not a uniform law but a bundle of
obligations and claims. The data subject has a right to receive data and a right to direct
transmission of his personal data in a certain format, There must be four cumulative
conditions for an entitlement: The data subject’s personal data must be processed. This
processing must have been automated and the data must have been provided by the data

subject on the basis of consent or contract,

In practice it is quite difficult to assess which data is to be provided hereunder and what
is not, If you are in a field of business where it is likely that customers change the service
provider regularly and might wish to take their personal data with them to ease the on-
boarding with that new service provider you need to evaluate this in more detail than
others, Please also note that lots of details concerning the right to data portability are still

under discussion,

So, monitor developments closely!
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[m Right to Object J

The right to object under Art, 21 GDPR serves to protect the special interests of the data

subject in the case of lawful processing within the meaning of Art. 61 lit, e and f GDPR
(mostly when based on legitimate interests). Consequence of the objection is that the
processing must be terminated and the data deleted if the data subject brings forward
grounds relating to the particular situation which might render the processing illegitimate.
However, if the controller demonstrates compelling legitimate grounds for the continued
processing which override the interests, rights and freedoms of the data subject or where
processing is necessary for the establishment, exercise or defence of legal claims the

controller might continue,

If the controller uses the data for direct marketing purposes, Art, 21 I GDPR grants such a
right irrespective of the legal basis of processing so that the controller will have to comply

with such a request in any case - an approach that should be typical in many countries,

m Checklist

Familiarise yourself with the right of the data subjects to object!

Implement a mechanism to ensure the rights of the data subject are met promptly
upon request and in particular in timel

Train your staff accordingly!

Never ignore a request - otherwise it might become hard to handlel
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[B Accountability and Documentation - What's required under the GDPR? J

Now that you process data on a legal basis’ and further comply with the basic principles of
lawful data processing, you have to provide proof of the compliance with applicable laws

(‘accountability).

Upon request of supervisory authorities, controllers must be able to prove their compliance
as they carry the burden of proof, The controller's records of processing activities will be
helpful - and required by law - as details on the entity’s data flows will be included in them,
It needs to be maintained either in writing or in electronic form and shall be made available

to the authorities upon request.

The records of processing activities of a controller will have to display the following basic

information with regard to certain processing activity:

o the name and contact details of the controller and, where applicable, the joint control-
ler, the controller s representative and the data protection officer;

o the purposes of the processing;

o a description of the categories of data subjects and of the categories of personal data;

o the categories of recipients to whom the personal data have been or will be disclosed
including recipients in third countries or international organisations;

o Where applicable, transfers of personal data to a third country or an international or-
ganisation, including the identification of that third country or international organisation
and, in the case of transfers referred to in the second subparagraph of Article 49 (1),
the documentation of suitable safeguards;

« Where possible, the envisaged time limits for erasure of the different categories of data;

o Where possible, a general description of the technical and organisational security
measures referred to in Article 32(1).
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The records of processing activities of a processor follow similar aspects but will require the

following contents:

o the name and contact details of the processor or processors and of each controller
on behalf of which the processor is acting, and, where applicable, of the controller s
or the processor s representative, and the data protection officer;

o the categories of processing carried out on behalf of each controller;

o Where applicable, transfers of personal data to a third country or an intemational or-
ganisation, including the identification of that third country or international organisation
and, in the case of transfers referred to in the second subparagraph of Article 49(1),
the documentation of suitable safeguards

o Where possible, a general description of the technical and organisational security
measures referred to in Article 32(1).

o security measures referred to in Article 32(1).

As the obligation to maintain a record of processing activities may be resource and time
consuming especially for small and mid-sized companies GDPR provides for a de minimis
criteria as to which companies may be exempted to maintain the register, According to
Art, 30 (5) GDPR, an enterprise or an organisation employing fewer than 250 persons will
not be obligated accordingly unless the processing it carries out is likely to result in a risk to
the rights and freedoms of data subjects, the processing is not occasional, or the processing
includes special categories of data as referred to in Article 9 (1) GDPR or personal data

relating to criminal convictions and offences.

In short, no matter how large your organization is: once you perform sensitive processing

activities you will need to implement a register anyways,
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Furthermore a register of processing activities should only be the core of a more advanced
Data Protection Management System (DPMS), which should be implemented, where
proportionate, A DPMS is an internal compliance system and can be based on already
existing compliance systems or combined with them to streamline existing procedures,

When looking on how to document your processing of personal data according to the

GDPR the following checklist should provide first guidance:

m Checklist

Widely document any decisions and processes incorporated in accordance with
data protection compliance.

Check your documentation along the existing rules in the GDPR (Art, 30 GDPR) and
samples / best practices available from regulators,

Implement mechanisms and procedures for monitoring and maintaining the register
up to date,

Enhance awareness for data protection (i.e, workshops, training:--).

Ask your data protection officer or legal counsel for help, if required,

[G Technical and Organisational Measures - What measures do | have to take?]

Att, 32 GDPR obliges the controller and processor to implement appropriate technical and
organisational measures (TOM) in compliance with data protection. It should thereby be
taken into account the nature, scope, context and purposes of the data processing and the
risk to the rights and freedoms of individuals. As you can see the law requires a risk-based
approach towards data security which will require the involved stakeholders to evaluate a

technical and/or organizational measure to be appropriate in the individual situation,
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The law lists the following measures to be taken in order to reduce potential risks for data

subjects or other involved parties:

(@) the pseudonymisation and encryption of personal data;

(i) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of
processing systems and services;

(iii) the ability to restore the availability and access to personal data in a timely manner in the
event of a physical or technical incident; and

(iv) a process for regularly testing, assessing and evaluating the effectiveness of technical and

organisational measures for ensuring the security of the processing,

As to the very generic wording of the GDPR many companies struggle with what really
needs to be done here, Some of the most common measures that are to be taken in day-to-

day business may include:

« Data processing systems are not used without authorisation, (e.g. by using appropri-
ate passwords).

« Persons entitled to use a data processing system have access only to the data to
which they have a right of access (e.g. by means of an access management system),

« Personal data cannot be read, copied, modified or removed without authorization in
the course of processing or during electronic transmission (e.g. by data encryption).

« It is possible to check and establish whether and by whom personal data have been
put into data processing systems, modified or removed (e.g. by file protocols),

» Personal data is protected from accidental destruction or loss (e.g. by back-ups or
disaster recovery plans).

In any case, what is required by law always depends on the level of risk created through the
processing. It might be more significant where sensitive actions take place with regards to

for example special categories of personal data,
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What you learned during your assessment then needs to be fixed in a data security concept
which could follow a classification of your data processing activities along the sensitivity of
the processing activities and documents your approach to ensure a proper level of security

and integrity of the data,

In order to proof your concepts and how people comply with it you need to establish
regular trainings and workshops to raise employees’ awareness and implement regular

controls and tests to ensure the proper quality and effectiveness of your measures.

[ Data Protection Officer - Do we need to appoint one?]

Depending on the kind of processing and the category of personal data you might be
obliged to designate a Data Protection Officer (DPO),

[ What is the role of a Data Protection Officer? ]

The tasks of the DPO are set forth in Art, 39 GDPR and include at least the following:

- inform and advise the management and employees on obligations under the GDPR;

- monitor compliance with all data protection provisions and own policies in relation to the
protection of personal data, including the assignment of responsibility, awareness-raising
and training of staff involved in processing operations, and related audits;

- the DPO also cooperates and manages communications with the data subjects and the

supervisory authorities.
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The DPO must be independent and he/she only reports to the highest management. Also,
make sure that he/she is an expert in data protection and adequately resourced so that the
tasks can be carried out properly, You can choose the DPO from your own personnel or

you can hire one externally,

[ Are we obliged to designate one? ]

Under the GDPR, you are usually obliged to designate a data protection officer when
you are a very big company with more than 250 employees, However, in the following
cases you have to appoint a data protection officer in any event: either when (1) your core
activities consist of processing operations which, by virtue of their nature, their scope and/or
their purposes, require regular and systematic monitoring of data subjects on a large scale
(e.g. video surveillance or internet tracking); or (2) your core activities consist of processing

on a large scale of special categories of data (e.g, health data),

In addition, local laws might provide further situations in which the designation of a data
processing officer is required (usually depending on the size of a company; in Germany
for example starting at currently 10 employees, maybe more once new legislation has been

approved),

Please note, a data protection officer does not take over any liabilities for your actions
(besides under general civil/employment law, e.g. under delict/tort). The data protection
officer only controls what the company does in terms of data protection. In order to set him
/ her into the position to do so you need to provide proper resources and involve him / her

into your business decisions where it affects data protection.
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Important for Korean companies: If you are located on Korea and you are subject to the
GDPR it might well be that you need to appoint a data protection officer as well. A place of

business does not prevent you from having a DPO,

m Checklist

Check if you are obligated to designate a data protection officer according to GDPR
or national laws, In some countries, the rules are stricter. If you are not sure please
contact local legal counsel to check,

If needed, designate a DPO who conforms to the rules of the GDPR,

Document the appointment property.

Allow the DPO to support your organisation - don’ t keep him/her out!

[a Transfer of Personal Data to third parties What do | need to observe when alowing others to access personal data?J

When managing external flows of personal data there are important things to consider:
the transfer of personal data to others is - as indicated above - also considered ‘processing,
meaning that any transfer of personal data to a third party outside your organisation needs to
be transparent and based on a legal basis, Please note that making data accessible to others
while it still remain under your control will also be considered a transfer, We look into

examples for that in more detail below.,
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[@ Transfer of data to group companies - no intra-group privilege ]

In this context, third party also means any company of your company group that you might
be associated with as the law does not provide for a general privilege to freely transfer
personal data in a company group (no intra-group privilege). Hence each group entity will

be accountable for its own data protection compliance,

In order to transfer data within your company group, a few typical measures and safeguards
have proven practical to ensure GDPR compliance, foremost to design and establish data
processing agreements within your company group (see below). Also, GDPR acknowledges
that there are certain privileges for company group data transfers when concerning
administrative support or the like, The boundaries are not established yet but there are good
arguments to say that company group transfers might - at least to a certain extent - be based
on legitimate interests (see Art. 6 (1) f) GDPR). Once you are facing this issue get specialised
advise from your DPO and legal counsel to define the proper safeguards,

[ Transfer to processor - data processing agreement required]

Data processors such as a hosting service provider that operates your company’s IT systems on
your behalf or maintains and supports specific software products are - from a data protection
law perspective - to be seen as a part of your organisation, Therefore the transfer of the personal

data to it does not require a separate legal basis such as the data subjects consent,

Main requirement for the use of data as a processor is, however, the conclusion of a data
processing agreement in accordance with Art, 28 GDPR see above under Section 2 for

details).
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[ Transfer of Personal Data outside the EU/EEA J

Another issue is the transfer of personal data outside the EU/EEA, or more precise the
transfer of personal data into a country with non-adequate data protection safeguards, The
GDPR requires in these cases appropriate alternatives to ensure a minimum standard of data

protection safety.

GDPR provides for several ways on how this can be achieved. Once a country is deemed
a safe country in the meaning of Art, 45 GDPR the transfer to such a country would not
require additional measures than those already covered above (e, g. to conform to Art, 5 and
6 GDPR), In a nutshell, you always have to ask whether there is a valid legal basis according
to Art, 6 of the GDPR and if you comply with the additional requirements set by GDPR to
transfer personal data internationally (Art. 44 GDPR).

This might be best displayed with the following example:

= Example

You as a European enterprise are using a service provider for T maintenance services
in Korea who has access to your customer s personal data, The service provider
would, most likely, be regarded a processor, Therefore, a data processing agreement
would have to be concluded (see Art, 28 GDPR). Furthermore, since the service provid-
er has its seat outside the EU in a country where no adequacy decision of the European
Commission exists, in addition to the data processing agreement other measures acc,
to Art, 44 GDPR would be required, e.g. through the conclusion of Standard Contrac-
tual Clauses,
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Means typically used are the so-called EU Standard Contractual Clauses, a set of model
clauses designed by the European Commission to be concluded between the parties of an
international data transfer, Another option would be the so-called Binding Corporate Rules,
These are specific contracts which have been negotiated with European regulators to cover

international data transfer and have been approved by them,

When looking at the different options to cover international data transfer these would be the

typical questions to ask:

m Third Country Transfer

o Is transfer to a country covered by a so-called Adequacy decision (e.g. for “Safe
Country” such as Israel or Canada; please note that a Privacy Shield Certification for
the US would also fall into this scope)?

o If not, will it be possible to enter into the so-called Standard Contractual Clauses, a
set of model clauses to be concluded between the parties and provided by the EUC
to legitimise the transfer abroad? If so, this would be a typical and often most practical
solution,

o If that’ s not an option, is there an accepted special contract by competent superviso-
ry authority (not relevant for your business)?

o Another alternative would be enacted Binding Corporate Rules, Do you have those?

Typically, when involving processors outside the EU / EEA most companies aim for
concluding the above mentioned Standard Contractual Clauses to be executed to cover the
data transfer, When using those please consider that there are several sets of model clauses
which you can find on the websites of the European Commission, Some of them refer to so-
called “controller-to-controller” transfers and will, thus, not be the right choice if you involve
a processor abroad, Again, ask your DPO or legal counsel which set of documents matches

your situation,
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[a What are the consequences of non-compliance? J

Now that we gained a good overview on what needs to be done it is time to leam about

what happens if you are not on compliance,

Non-compliance with data protection and related obligations may result in liability and
penalties. The types of liability and penalties in a country are foreseen by law and typically

consist of:

* civil liability (following claims for data subjects or class actions);

¢ criminal liability (criminal fines, imprisonment, etc.);

¢ administrative liability (administrative actions including wamnings and fines); and
* reputational damage for the company.

Please note that under GDPR infringements can be subject to administrative fines up to EUR

20 million or in the case of an undertaking, up to 4 % of the total worldwide annual turnover of

the company group in the preceding financial year, whichever is higher.

Administrative fines will depend on the circumstances of each individual case. When
deciding whether to impose an administrative fine and deciding on the amount of the
administrative fine in each individual case due regard shall be given by a data protection

authority to i.a, the following criteria:

(@) the nature, gravity and duration of the infringement taking into account the nature scope
or purpose of the processing concerned as well as the number of data subjects affected

(i) the intentional or negligent character of the infringement;

(iii) any action taken by the controller or processor to mitigate the damage suffered by data

subjects;
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(iv) the degree of responsibility of the controller or processor taking into account technical
and organisational measures implemented by them pursuant to Articles 25 and 32;

(v) any relevant previous infringements by the controller or processor,

(vi) the degree of cooperation with the supervisory authority, in order to remedy the

infringement and mitigate the possible adverse effects of the infringement.

The listing shows how important it is to deal with authorities in a constructive and

collaborative manner and to prepare towards GDPR compliance,

[@ Working with the supervisory authorities J

According to Art. 31 GDPR you have to cooperate with the relevant supervisory authorities
upon request, But since each EU Member State has its own national Supervisory Authority
- some member states even have several of them such as Germany where you find 17
different data protection authorities - and processing activities nowadays more often
have transnational dimensions, taking place in different EU member states and / or
affecting individuals from different countries, it can be difficult to determine the competent

Supervisory Authority.

Authorities have investigative and corrective powers with are further set forth in Art, 58
GDPR, If needed they could for example carry out investigations in the form of data
protection audits or obtain access to all personal data and to all information necessary for the

performance of its tasks,
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On the other hand they might issue warnings to a controller or processor that intended
processing operations are likely to infringe provisions of the GDPR or impose an
administrative fine, in addition to, or instead of other measures referred to in the GDPR,

depending on the circumstances of each individual case.

Pursuant to Att, 56 (6) GDPR one Lead Supervisory Authority shall act as a sole contact point
for the controller or the processor whose processing activities affect multiple EU member
states which often will be the case, So, by choosing the seat of the main establishment of a
company it also automatically choses the lead authority, Depending on how strict a national
authority is this might be a choice of impact, In any case, please notice that this “One-Stop-
Shop” procedure will not apply where certain data processing activities are solely performed
in one particular branch or establishment of a company in one country. In this case, the

authority in this one particular country remains competent,

m Checklist

Always ensure that you comply to the obligation to cooperate with the supervisory
authority by designating one person in charge for communicating with the supervi-
sory authority

In case of transnational dimension: identify which Supervisory Authority shall be your
single contact point,

Train and implement mechanism to make sure those tasks are carried out effectively.
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[m Data Breaches - What happens if a breach occurs? ]

A personal data breach occurs when personal data is illegally or accidentally:

* Destroyed or lost (e.g. deletion of personnel file, damage to a data medium, theft of a
laptop, loss of a business mobile phone);

¢ Changed (e.g. adapting master data, accidental deletion of specific data fields, damage to
afile); or

* Disclosed (e.g. misdirected e-mail, accidental activation of remote access, unauthorized

access to an employee’s personnel file),

As a general rule, the competent EU data protection supervisory authority is to be informed
about the incident within 72 hours, The obligation lies with the controller,

The notification shall describe

(@) the nature of the personal data breach including where possible, the categories and
approximate number of data subjects concerned and the categories and approximate
number of personal data records concerned;

(i) communicate the name and contact details of the data protection officer or other contact
point where more information can be obtained;

(iii) describe the likely consequences of the personal data breach; and

(iv) describe the measures taken or proposed to be taken by the controller to address the

personal data breach, including, where appropriate, measures to mitigate its possible

adverse effects,
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Processors have to ensure that controllers are properly noticed without undue delay of any

such activities to enable them to comply with their obligations (see Art, 33 GDPR).

Note: The period of 72 hours is not extended when the incident happens on the weekend

or a holiday. So, whenever you detect a breach time is of the essence!

In cases where the personal data breach is likely to result in a high risk to the rights and
freedoms of natural persons, e.g. where imminent damages are to be expected for the
data subjects, the controller shall communicate the personal data breach to the data subject
without undue delay. Avoiding such a notification is usually in the interest of any concerned
company but depending on the scope of the breach sometimes hard to manage. In any

case, the notification would need to be issued without undue delay as well.

If you notice or suspect a personal data breach, the responsible stakeholders must
immediately be informed to take any measures necessary, To guarantee the proper
dealing with such scenarios a company needs to establish effective procedures, define

responsibilities and properly document i,
Depending on how well the response team is able to react and minimize any damage
during such a data breach incident will have a huge impact on how much your company is

then fined and / or penalized.

To deal with data breaches properly the following checklist might be of help:
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m Checklist

Response Plan: set up a sufficient reporting procedure in case of data breaches
which includes rules on who is responsible, who has to inform whom and when a
breach is a reportable data breach,

Train your employees accordingly.

Test if plans and mechanism work in order to being prepared,

Know where you reach your competent authorities in case you need to report!

[ GDPR Compliance - Can | certify that? ]

Data protection authorities are rather reluctant to accept available certifications that are
common in the IT sector for certifying companies IT-security concepts as a sufficient proof

for GDPR compliance,

However, more and more companies wish to rely on standards and certifications in order
to proof their compliance with legal requirements, The GDPR lawmaker recognized
this development as GDPR now outlines in Articles 40 and 42 (1) GDPR, that codes of
conduct and respective certification mechanisms shall be established “for the purpose of

demonstrating compliance with” the GDPR by controllers and processors,

As you can see from the law, being certified does not prove compliance in and of itself but
rather constitutes a way to demonstrate compliance, However, up until now, there are no
approved codes of conducts or certification schemes or accredited certification bodies for

issuing GDPR certificates as indicated by the GDPR,
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There are of course certain standards and best practices that are - more or less - endorsed
by regulators in the EU to proof GDPR compliance or at least for parts of it. Certification
according to ISO 27001 would be a well known approach to certify at least parts of the
compliance requirements set by e.g. Art, 32 GDPR. Besides there are a number of GDPR
and IT security related schemes that are regularly used in business practice, while GDPR
certification schemes according to Art, 40 GDPR are still to be awaited,

Closely monitor current developments to be well-informed on what regulators endorse as

GDPR certifications - once available - will,
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V Typical Use Cases

In the following, we would like to present typical use cases, where it is inevitable to take
measures in order to comply with the GDPR. You will most likely see yourself in at least one
or two of the following scenarios regardless of the size of your company and the industry

you are part of.

[n GDPR and operating a website or an app ]

Nearly every entity has an online presence - be it in the form of a website, a social media
page and / or an app. And you guessed it right: (almost) all of them are subject to the
GDPR, at least when you are targeting natural persons within the European Union (see for
the territorial scope Section 2 above). This means, when operating a website that is also
addressed to a European audience - notwithstanding if local language is provided or not
- GDPR will usually apply. Please also note that targeting European website users with
tracking technology (e.g. tracking cookies or retargeting / advertisement networks) or by
collecting log-files such as IP addresses or other personal identifiers (e.g. the MAC address
of a device) may trigger the applicability of the GDPR,

Getting your online presence - for most the face of the company and main platform for

communicating with customers - up to par will make a huge impact on your overall GDPR

compliance,
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Having a sound privacy policy in place will be a first and indispensable step. In order to fulfil
your extensive information obligations (see 3.1), you will first have to review and evaluate
your website / app to determine the functions that are relevant to data protection, Be sure to

understand what they are doing so you can inform the user accordingly.

Besides providing for a proper policy you need to assess whether the way you collect and
process personal data is legit. Some of the most common functions you would apply on

your website are:

1, Tracking toals (e.g. Google analytics)

2. Registration forms

3. Newsletter sign-up forms

4. Cookies

5. Social media buttons

6. Contact forms

7. Payment gateways on e-commerce websites (e.g. Paypal)

Please note that you need to have a legal basis for each of the processing activities. When
offering a website these usually narrow down to “contract performance” (Art, 6 (1) b GDPR,
e.g. for answering an e-mail request) or ‘legitimate interest” (Art, 6 (1) f GDPR, e.g. for

applying technical safeguards or conducting certain marketing activities,
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m Please note:

If use profiles (tracking) are created to evaluate the use of websites and apps, the data
subjects must always be informed accordingly in the privacy policy statement,

Personal tracking may only be carried out if it is permitted under national law or upon
consent of the data subject. In this course European regulators tent to become very
strict lately and require consent for a lot of activities, Notwithstanding the overall legiti-
macy of a procedure (e.g. do we separate consent or not) the data subject should al-
ways be given the chance to opt out from a tracking and marketing activities in an easy
and transparent way .

If websites or apps can access personal data in an area restricted to registered users, the
identification and authentication of the data subject must offer sufficient protection during

access,

Also, consider increasing your website security, You need to make sure to take measures to

fully protect the personal data you have processed, Possible security measures include:

- encryption

- use a secure host (check hosting company’ s security plan and security level)
- constantly maintain your website and keep your software up to date

- practice strict access control and password policy

- have a reliable backup routine in place

- regularly perform security checks

These are just a view measure to take to work towards website compliance, However, for
starters the following points would need to be checked thoroughly and sum up the most

relevant requirements:
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m Checklist

|dentify data protection relevant functions within your website, app or webservice

Make sure that there is a proper legal basis for each purpose or function

Check if all of them are necessary and / or if you can substitute them for data pro-
tection friendlier alternatives

Tracking and online marketing are quite complex in Europe from a data protection
perspective - things are in transition at the moment, Check whether the tools you
wish to use or the procedures you plan require separate consent and how it should
be implemented.

Draft or amend your privacy policy accordingly - it s the key for any GDPR website
concept! And remember: it is always safer to give more than less information

Check your security plan and act accordingly!

[ Employee data - is there anything different? ]

Even if you are a small sized company, you will surely collect and use personal data
belonging to job applicants, employees or workers., When your employees are located in
Europe (e.g. with one of your company groups entities) you will most certainly be required
to comply with the requirements of the GDPR when processing their personal data,
The rules set out so far in this handbook will apply with no exemption. Further, certain
processing activities that are quite common when processing employee data might require

additional steps you should know about,

In short: Employers are obliged to protect their employees” data from the initiation,

throughout the execution and even after the termination of the employment relationship.
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= Examples

- Initiation phase: collection of employee data when recruiting employees by requesting
or receiving personal data in job application forms and CVs,

- During employment: processing of data in relation to salary and benefits entitlements,
performance reviews and disciplinaries and grievances,

- After termination: legal obligation to retain data for certain periods of time (e.g. tax reg-
ulations, statutory sick pay payments etc).

Keep in mind: When processing data of your employees you must have a lawful reason
for it and ensure it is done fairly, only for a limited period of time and kept accurate and
securel

During the course of employment, further relevant processing activities might be carried
out: personal data of employees might be collected for security purposes to ensure the
integrity of the companies IT-systems (e.g. system log files). Where the compound is fixed
with CCTV, cameras will also record employees, which requires a very thorough evaluation
of the legal requirements, Also, when administrating sick leave sensitive categories of data
might be collected and processed (e.g. health data) and will, thus, have to be treated with

particular care and diligence,

It will be very challenging to base any such processing activities on the employee’s consent
within the scope of the employment, as consent needs to be given by free will and its
validity is often questioned in the employmentship. Therefore, proceed with care when
using consent to obtain a legitimate basis for the processing of personal data as in most of

the cases it will not provide for a practical legal basis,
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In any event, having an employee data protection policy in place is vital, It can significantly
reduce the risk of claims for failing to comply with applicable laws. Such a policy should
list all relevant processing purposes, the collected personal data, by whom the data will be
processed and how employees can obtain further information on it and how to make use of
their rights as data subjects. As you may oftenly process personal employee data based on

legitimate interests informing data subjects propetly becomes even more important,

We could go on for pages and pages as employee data protection is a very complex topic,

However, the following basic principles should provide for a good checklist for starters:

m Checklist

Remember that employees are also data subjects in the meaning of the GDPRI

The GDPR rules you already learned apply to your employees as well — of course
limited to cases where you are in scope of the GDPR which is either the case where
you process personal data from European employees or where the processing ac-
tivities with regards to employees (wherever they are located) are base in the EU,

Check if you have a legal basis for every processing activity, If you base any pro-
cessing activities on consent, make sure it is given by free will or even better, see if
you can find another legal basis,

Have an employee data protection policy in place! It helps to be aware of what you
do with your employee data and also provides guidance and steers the processing
of employee personal data a great deal, A god employee privacy policy will be a sol-
id basis for employee data protection.

Consider that several EU member states provide for deviating rules for employee
data protection in their local data protection laws, This is permitted as the GDPR
leaves room for these deviations, These make it quite hard for employers to design
pan-European data protection law concepts, So m be aware that things might be
different depending on where the activities are located, Do a local double check if
necessary!
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[ Marketing - what does GDPR permit? ]

Marketing and GDPR can be quite tricky, Marketing is an essential part of running a business
or organisation and it is in its inherent nature to know or - based on current knowledge -
anticipate the needs and wants of existing and potential customers, For that, personal data
is of essence. On the other hand, GDPR has changed the way companies can communicate
with customers, Because of the increased awareness among the public, customers no
longer hold back and express their displeasure by lodging a complaint with the supervisory
authorities if they feel bothered, So, be extra careful when using customer data for marketing

purposes!

When looking at marketing and the legal framework applicable to it please consider that
there are several laws in the EU governing these activities. Besides GDPR there are certain
national laws regulating marketing activities by electronic means (e.g. by e-mail). In parallel,
European lawmakers discuss a new ‘ePrivacy Regulation” covering especially online and
media data use cases, which was supposed to come into force together with GDPR but is

still pending.

However, according to specific laws in the EU member states (e.g. for Germany the Law
against Unfair Competition) marketing purposes such as the sending of newsletters or other
offers by e-mail or informing customers about it by phone usually requires explicit consent
of the data subject for which rather strict formal requirements are to be observed. For this

very narrow exemptions apply.

From a GDPR angle marketing measures might even be previleged as it is recognised within
the GDPR recitals as a legitimate interest of a controller, But even according to GDPR not

everything is possible without consent:_ specific forms of customer profiling, web tracking
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or the use of special categories of personal data may require separate consent,

In any event, if a customer withdraws its consent to receive marketing information this has
to be strictly observed, Businesses must not conduct direct marketing activities if a customer

does not want it,

To follow the accountability principle, especially for marketing via e-mails a double opt-
in procedure is recommended in order to obtain a provable consent. This means that the
advertiser sends an e-mail to the costumer or partner who has given consent (e.g, when
registering via a website) and asks for confirmation of such consent. Marketing should
only be sent upon receipt of such a confirmation, which should always be stored and
documented propetly. Once consent has been given, the respective customer or partner
may be contacted for marketing purposes in which he has consented without further explicit

consent as long as the recipients do not object (so called “opt-out”),
Since, as described above, this is a field where customer disputes regularly occur, we urge

you to take every single customer request seriously and react to it promptly and diligently.

The following checklist may help to implement a proper concept:
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m Checklist

Go through all of your marketing activities and check if you have the necessary con-
sent or other legal basis if required,

Make sure that consent - if necessary - is obtained the ‘right way (e.g. opt-in, no
pre-checked boxes,--+)

Inform data subjects on how you use their data related to marketing (e.g. in your
privacy policy).

Consider that certain processing activities may require additional steps, e.g. when
related to profiing or targeting.,

Have a reliable response plan in place: react promptly to any customer requestsl!
Otherwise, you risk that the customer lodges a complaint with the supervisory au-
thority.

[ Big Data ]

Big Data is a not only a very popular way of making use of huge loads of data to better

understand your business and to draw interesting conclusions from available data, Tt also

imposes a few struggles on those performing it because certain restraints GDPR provides,

Firstly, when you perform Big Data assume that almost any data you use for it will be
personal data. The bigger the load of data is you use for your analysis the higher the chance
that by connecting certain data it might allow you to re-identify a natural person behind it,
So, first and foremost aim when performing Big Data is to use anonymized data for it. For
better understanding how to achieve that please refer to Section 2.1 above, Anyways, regard
proper anonymization of data sets for Big Data as a very challenging exercise. Unless you

are really sure you can achieve it, get used complying with GDPR!
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The principles you have to regard are the same as always - please refer to the above parts of
this handbook, However, let’s look at the following three (3) typical issues that usually come
up with Big Data and GDPR:

Firstly, you recall that you have to inform data subjects on how you treat their personal data
(Art, 13, 14 GDPR; see above). However, typically companies decide to use personal data
for Big Data way after it has been collected which then constitutes a change of processing
purposes (Art, 6 (4) GDPR). By law, you would then have to inform the data subject on
your plans in a transparent manner which may require you to go back to the data subject

and tell them (e.g. with a revised privacy policy).

Secondly, as we now learned that using data for Big Data purposes usually leads to a
change of processing purposes (see Art. 6 (4) GDPR), you need to determine another legal
basis for this particular purpose. Sometimes, you might be able to base such a processing
on legitimate interests (Art, 6 (1) f) GDPR), Depending on the actual circumstances, e, g, the
way you use data, the level of risk for re-identification of the data subject and the category
of data and its sensitivity, Big Data use might, however, require other means to be legit, for

example separate consent of the data subject.

Thirdly, Big Data projects sometime come with the involvement of a data processor (e.g. s
service provider) with access to the data, As you recall, involving a processor requires a Data
Processing Agreement according to Art, 28 GDPR and further safeguards, So, don't forget to

take care of these before granting access to the data for the service provider.
So, to summatrize it you can see that defining you intended purposes prior to collecting and
processing personal data is of great value, Privacy by design is a major concepts to consider

for implementing the right steps at the right time,
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[B Internet of Things ]

Another fashion that brings a load of implications with GDPR would be the Interet of
Things (‘ToT"). Whether you sell devices or offer services that allow for a comprehensive
connectivity and data transmissions that characterize IoT services, it will always include the

collection and processing of data.

Firstly, it is important to understand if you deal personal or anomyized data. For example,
if you offer services that help a customer to control connected devices in a smart home
environment the data collected will usually include a reference to the owner of the device or
the property - may it be a customer ID, IP address or other identifier. So, again we see that

achieving anonymization is harder than it seems.

As always, you need a legal basis to process data collected through I0T services or devices,
If related to performing a contract Art, 6 (1) b) GDPR may apply in you favour, However,
sometimes you may decide to use the collected data for other purposes such as product
development, predictive maintenance services or upselling and marketing activities, For
these purposes legitimate interests (Art, 6 (1) f) GDPR) might help but - again - certainly not
in all of the cases. In this context please consider that especially IoT devices and services
may trigger certain risks for the data subjects which may originate from profiling, automated
decision making or other sensitive data processing activities, e.g, when processing special
categories of personal data, These will have a great impact on the balancing test when
basing a processing on a legitimate interest, So - long story short - find a proper legal basis
for each and any purpose you wish to follow when using data from IoT devices and

services before you start,
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If you come to the conclusion that you might need to obtain consent for the processing
you intent you might face another obstacle. Depending on your role as to the processing
of personal data - controller or processor - or your relation to the data subject (Is it yours or
another company’s customer?) consent might sometimes be hard to obtain for you, The
same struggles you may face when you have to inform the data subjects according to A,
13, 14 GDPR,

Especially when the data subject has no direct relationship with you this might be difficult
to handle, as IoT devices often do not provide for proper mechanisms to display data
protection law related information unless you are operating it together with an app or
webservice, Las but not least, as 10T devices and services tent to collect a vast amount
of data it is always a challenge to get rid of it afterwards. So, when collecting data in this
context always consider the principle of data minimization and think of a way on how to

propetly store and erase data afterwards,

[ Healthcare services and GDPR J

As we have already learned, GDPR requires more caution when processing special
categories of persona data, especially when relating to an individual's health, The GDPR
regulates the use of “genetic” and “biometric” data, So, it is clearly visible that processing
personal data in the health sector is specifically regulated by GDPR and imposes stricter
requirements on a controller (and a processor for that matter) than when dealing with other

types of data,
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As a general principle, personal health data may only be processed with the express consent
of the data subject. One solution - as always - might be to anonymize data before processing
it, Again, this will work in very narrow cases only, but will always be the “Gold Standard” if
you can achieve to, Although regulators are yet to provide specific guidance and standards
in relation to the threshold of anonymization it is already fair to say that the bar will be set
very high as the risks connected to processing health data are as well,

The above does not mean that processing health data will always require a consent.
GDPR does allow for the processing of health data on the basis that this is required for the
performance of a contractual obligation, such as the delivery of a health related service, e. g,
when you run a hospital, However, the line to draw is very thin and the interpretation of
what is needed to perform the contract is strict and to a certain extent defined by law (see

Art, 9 (2) GDPR and related national laws, e.g. in the sector of employee data protection).

Certain processing activities may fall outside of this scope, e.g. when profiles which have
been created from the user’s health data are used for purposes other than those the data was
originally requested for (e.g. a patient’s medical treatment), In these cases, obtaining consent

will likely be required,

Transferring personal health data to third parties (e.g. a technical service provider) usually
requires very strict safeguards, Obtaining consent might be advisable as to the sensitivity
of the processing activities and given the general rule in the GDPR (see Art, 9 GDPR),
However, lately there has been a certain liberation for these types of services so that consent

might not be required for any transmission and processing by third parties.

However, as the disclosure of e.g. patient data is still strongly regulated under criminal laws

in several EU member states (which apply in parallel to the GDPR) a thorough assessment
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of your planned data processing activities is highly recommended. If you offer these
types of services strict technical and organisational measures (Art, 32 GDPR) will be a key

component to achieve GDPR compliance,
Again, a specific focus should be placed on “Privacy by Design” and “Privacy by Default”

as these require companies already in the development stage to ensure that services are

structured and developed in a way that it collects as little data as possible.
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VI Step-by-Step Guide

After working through this handbook working your organization towards a GDPR compliant
setup might seem like a daunting task as the vast amount of provisions and the flood of new
information can be quite overwhelming. But the most important thing is to get started and

take action,

We recommend the following approach:

Stepd Stepd
Sepl Step 2

Term Imj
o/ Wl ) o

Make sure to document every step! Accountability!

Step 1: Analyse your current situation using the checklists provided

- Allocate resources and budget to cover the project - it might be a long way!

- Appoint a GDPR core team and one responsible person for each department

- Get management attention - the risks GDPR imposes should be enough to create
awareness!

- Clarify the following points:

* What kinds of personal data do you process?
» What are your processing activities?
» Why - for what purpose - do you process them?

* Where, how and for how long to you store them?
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» Who has access to them?

* What are the legal bases?

Step 2: Analyse the potential (high) risks

- Analyse audit the findings of all departments, in particular with regards to the procedures
that seem to bear the highest risks

- Set priority list accordingly

- Address the most risky concerns first

- Apply first wave remedies (i.e, privacy policies, data processing agreements, consent forms:-+)

Step 3: Develop a long-term concept

- Allocate resources and budget accordingly after you have a first understanding of what is to come

- Designate a person in charge to implement GDPR safeguards and oversee the procedure
(either own personnel or an external advisor)

- See GDPR as a chance (streamline your volume of data, increase efficiency of processes,

part with outdated systems, upgrade to new more efficient and safe technologies)

Step 4: Implementation

- Implement necessary measures step by step

- Prioritize sensitive procedures over less critical ones
- Going live - Make sure to act in concert

- Raise awareness through workshops and trainings

Step 5: Maintenance

- Constantly check if mechanisms operate reliably

- Adapt procedures where necessary

- Keep an eye on newest developments in technology, EU and national legislations and
decisions of the supervisory authorities (i.e, enforcement of penalties)
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‘ ] I Sources for further information
and instructions on GDPR

As this Handbook can only give you a limited overview on the most relevant aspects of the
GDPR you may wish for further and more detailed guidelines and materials on GDPR after
you have worked through these first aid guidelines.

We can recommend to start at the website of the European Data Protection Board (formerly
known as “Article 29 Working Party”) that publishes guidelines on how to interpret and
apply GDPR. These will help you to get a better understanding of the legal framework and

provide many helpful examples on how to apply it to your daily business,

(*)edpb europa eu/edpb_en

Selected guidelines which will be a great help to further work yourself into GDPR

compliance can be downloaded in particular under the following links:

Guidelines 3/2018 on the territorial scope of the https://edpb europa eu/sites/edpb/files/

GDPR (Article 3) consultation/edpb_guidelines_3_2018_territorial_s
cope_en pdf

Guidelines on consent (WP259rev.01) https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=623051

Guidelines on transparency (WP260rev.01) https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=622227

Guidelines on Automated individual decision- https://ec europa.eu/newsroom/article29/item-

making and Profiling (WP251rev.01) detail cfm?item_id=612053

Guidelines on personal data breach notifications https://ec europa.eu/newsroom/article29/item-

(WP250rev.01) detail. cfm?item_id=612052
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Guidelines on the right to data portability
(WP242rev.01)

https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=611233

Guidelines on Data Protection Impact Assessment
(DPIA) and determining whether processing is
“likely to result in a high risk” (WP248rev 01)

https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=611236

Guidelines on Data Protection Officers (DPO)
(WP243rev.01)

https://ec europa.eu/newsroom/article29/item-
detail. cfm?item_id=612048

Guidelines for identifying a controller or
processor s lead supervisory authority
(WP244rev 01)

https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=611235

Position paper on the derogations from the
obligation to maintain records of processing
activities pursuant to Article 30 (5) GDPR

https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=624045

Working document setting forth a co-operation
procedure for the approval of “Binding Corporate
Rules” for controllers and processors under the
GDPR (WP263rev.01)

https://ec europa,.eu/newsroom/article29/item-
detail cfm?item_id=623056

Recommendation on the standard application for
Approval of Controller Binding Corporate Rules for
the transfer of personal data (WP264)

https://ec europa,.eu/newsroom/article29/item-
detail.cfm?item_id=623850

Adequacy Referential (WP254rev 01)

https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=614108

Guidelines on the application and setting of
administrative fines (WP253)

https://ec europa.eu/newsroom/article29/item-
detail cfm?item_id=611237

The above listing is only an excerpt of the available guidelines, Please see the website for

further documents,

In addition you will find further guidance on international data transfer based on the so-

called EU Standard Contractual Clauses on the websites of the European Commission(*)

under including the current sample documents for international data transfer.

Last but not least, France, Germany etc, several national data protection authorities provide
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guidance for companies to check out with regards to specific topics including how to draw

up a proper data processing agreement, (**)

Lastly, several interest groups such as BITKOM e, V.(**) in Germany provide helpful

guidance for free on the internet,

() ec europa eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-person-
al-data-third-countries_en

(*) edpb europa eu/about-edpb/board/members_en / (France) www cnil fr / (Germany) datenschutz-wiki de/
Aufsichtsbeh%C3%B6rden_und_Landesdatenschutzbeauftragte

() bitkom org/EN
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